X3J16/96-0034

W G21/N0852

Clarifying Access Con trol

J. Stephen Adamczyk (jsa@edg.com)

Edison Design Group, Inc.

Jan uary 30, 1996

In tro duction

The description of access con trol in 11 [access] fails to men tion one rule that seems to b e

univ ersally implemen ted. P erhaps one can in tuit the rule from the things that are describ ed,

but probably only if one already kno ws ho w access con trol is “supp osed” to w ork. This pap er

prop oses to add the missing rule.

The problem

The follo wing program w orks on ev ery one’s C + + compiler:

class B;

class A {

private:

                                                                                int i;

                                                                                friend void f(B *);

};

class B : public A {};

void f(B *p) {

                                                                                p->i = 1;

}

It’s not clear whether this program is w ell-formed according to the WP , ho w ev er. The issue is

that the mem b er i is inaccessible in the class B (it’s priv ate in the base class A and therefore

inaccessible in the deriv ed class B ), so at first glance p->i m ust b e an access violation. Ho w ev er,

function f is a friend of class A , so it has p ermission to implicitly cast a p oin ter to B to a p oin ter

to A . In A , i is priv ate, but since function f is a friend, it can access a priv ate mem b er. Therefore

f w ould b e allo w ed access in this case if the co de w ere written

static_cast<A*>(p)->i = 1;

This form ulation do es not do an y c heating that defeats access con trol (suc h as an old-st yle

explicit cast to the base class), so it seems clear that f do es ha v e the access needed to refer

to i in some w a y . Therefore, it seems reasonable to allo w f to ha v e access with the original

form ulation also.

P erhaps this seems ob vious, and it’s certainly existing practice, but I don’t think there’s an y-

thing in [access] that p ermits it.

I recommend that w e mo dify the WP to sa y that a nonstatic mem b er can b e accessible either

b ecause it’s accessible in the class in whic h it’s named, or b ecause it’s p ossible to implicitly cast the p oin ter to the ob ject y ou ha v e to a base class where y ou do ha v e access. The same

applies for references using the “ . ” op erator, where an implicit cast to a reference to a base

class can b e used.

Another reason to care

The namespaces c hanges added all kinds of in teresting new access cases that couldn’t come

up previously , and here’s one where the fact that using-declarations can do things that access-

declarations formerly couldn’t brings up this issue ev en without a friend declaration:

class A {

public:

int i;

};

class B : public A {

private:

using A::i;

};

void f(B *p) {

p->i = 1;

}

i is priv ate in the deriv ed class, but it’s public in the base class; the deriv ation is public, so

an y one can do an implicit cast to the base class. Therefore b y the reasoning ab o v e this example

should b e w ell-formed.

W orking P ap er c hanges

Add at the end of 11.2 [class.access.base]:

F or nonstatic mem b ers, the access is affected b y the class in whic h the mem b er

is named. This naming class is the class in whic h the mem b er name w as lo ok ed up

and found. [Note: this class can b e explicit, e.g., when a qualifie d-id is used, or

implicit, e.g., when a class mem b er access op erator ( expr.ref ) is used (including

cases where an implicit “ this-> ” is added).] A nonstatic mem b er m is accessible

when named in class N if

• m as a mem b er of N is public, or

• m as a mem b er of N is priv ate or protected, and the reference o ccurs in a

mem b er or friend of class N , or

• there exists a base class B of N that is accessible at the p oin t of the reference,

and m is accessible when named in class B .

[Example:

class B;

class A {

private:

                                                                                int i;

                                                                                friend void f(B *);

};

class B : public A {

};

void f(B *p) {

                                                                                p->i = 1; // Okay: B* can be implicitly cast to A*, and f has

// access to i in A

}

–end example]