6.x AJN Choice of Filenames and other External Identifiers

6.x.0 History
2008-01-10: Edited by Larry Wagoner

2007-12-13: New topic: Larry Wagoner
6.x.1 Description 

Interfacing with the directory structure or other external identifiers on a system on which software executes is very common.  Differences among operating systems can make this interface problematic.  The directory structure, permissible characters, case sensitivity, and so forth can vary among operating systems and even among variations of the same operating system.  For instance, some characters and filenames on one platform may be verbatim on another.  For example, on OS X, “:” is prohibited as part of a filename.  Microsoft XP prohibits “/?:&\*”<>|#%”.  Many flavours of Unix allow any character except for the reserved character / used to delineate the directory structure.
Some operating systems are case sensitive while others are not.  On non-case sensitive operating systems, depending on the software being used, the same filename could be displayed as filename, Filename or FILENAME and all would refer to the same file.
Some operating systems, particularly older ones, only rely on the significance of the first n characters of the file name.  N can be unexpectedly small, such as the first 8 characters in the case of Win16 architectures which would cause “filename1”, “filename2” and “filename3” to all map to the same file.
Being unclear as to what filename, named resource or external identifier is being referenced can be the basis for problems.  Such mistakes or ambiguity can be unintentional, can be intentional or can be potentially exploited, if surreptitious behaviour is a goal.

0.2 Cross Reference

0.3 Categorization

0.4 Mechanism of Failure

The wrong file or named resource may be used unintentionally.  Attackers could exploit this situation to intentionally misdirect access of a file or other named resource to another file or named resource.
0.5 Range of Language Characteristics Considered

A particular language interface to a system should be consistent in its processing of filenames or external identifiers.  Consistency is only the first consideration.  Even though it is consistent, it may consistently do something that is unexpected by the developer of the software interfacing with the system.

0.6 Avoiding the Vulnerability or Mitigating its Effects 

· Use operating systems that are compliant with ISO/IEC 9945:2003 (IEEE Std 1003.1-2001).  Most popular operating systems are either fully compatible or compliant via a compatibility feature.  Full compliance should be preferred.
· For operating systems with a compatibility feature for ISO/IEC 9945:2003, the compatibility features should be used.

0.7 Implications for Standardization

· Language APIs for interfacing with external identifiers should be compliant with ISO/IEC 9945:2003 (IEEE Std 1003.1-2001).
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