Skeleton template for use in proposing vulnerabilities

	8.<x> Off-by-one Error

8.<x>.1 Description of application vulnerability

A product uses an incorrect maximum or minimum value that is 1 more, or 1 less, than the correct value. 

8.<x>.2 Cross reference

CWE: 

193. Off-by-one Error
8.<x>.3 Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
8.<x>.4 Mechanism of failure

This could lead to a buffer overflow.  However that is not always the case.  For example, an off-by-one error could be a factor in a partial comparison, a read from the wrong memory location, or an incorrect conditional. 

8.<x>.5 Possible ways to avoid the vulnerability

Off-by-one errors are very common bug that is also a code quality issue.   As with most quality issues, a systematic development process, use of development/analysis tools and thorough testing are all common ways of preventing errors, and in this case, off-by-one errors. 

8.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
8.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means. 


